OrnasneHune
Mpeancnosue K cepumn ydebHbix Nocobuii «Bonpockl ynpasneHus nHhopMaunoHHOM 6e30nacHOCTbO»
Mpenncnosune

BeeaeHune

1. Ba3oBas TepMUHONOIMMNA

1.1. Cucrema

1.2. CncteMHbIn noaxon

1.3. NMpouecc

1.4. NpoueccHbIn noaxoa

1.5. YnpasneHue

1.6. LUuknnyeckasa Mogenb ynydlleHuns npoueccos
1.7. CnCTeMHbI MOAXOA K yNpaB/IEHUIO OpraHu3aumnen
1.8. MNpoueccHbIn NoAX0A K yNpaBieHUo opraHusaumen
1.9. NHdopmMaumnoHHasa 6e3onacHoOCTb

BbiBOAbI

Bonpocbl Ang caMOKOHTPOA

2. CtaHgapTmM3aums CUCTEM M NPOLIECCOB YrnpaBieHUs MHMOPMaLMOHHOMK 6e30MacHOCTbO

2.1. Cepus ctangaptoB ISO/IEC 27000 «MNHbDOpMaLMOHHbIE TexHONOrMK. MeToabl obecneyeHmns
6e3omnacHocTu»

2.1.1. ISO/IEC 27000:2009 - CYWUB: onpeaeneHnsi U OCHOBHbIE NMPUHLMUMbI

2.1.2. ISO/IEC 27001:2005 n NOCT P MCO/M3K 27001-2006 - TpeboBaHusa k CYUB

2.1.3. ISO/IEC 27002:2005 n TOCT P NICO/M3K 17799-2005 - npakTuyeckue npasuna ynpasrieHus
Z715)

2.1.4. ISO/IEC 27003:2010 - pykoBoacTtBo no BHeapeHuto CYNb

2.1.5. ISO/IEC 27004:2009 n TOCT P NCO/M2IK 27004-2011 - oueHka dyHKumMoHuposaHus CYNb
2.1.6. ISO/IEC 27005:2011 n TOCT P NCO/M2K 27005-2010 - ynpasneHue puckammn Nb

2.1.7. ISO/IEC 27006:2011 n TOCT P UCO/M3K 27006-2008 — TpeboBaHUs K opraHam,
OCYLLECTBNAOWMM ayauT n ceptudumnkaumnto CYUb

2.1.8. ISO/IEC 27007:2011 n ISO/IEC 27008:2011 - pykoBoacTea no ayanty CYUB n cpeacrs
ynpaeneHus b, peanmnsoBaHHbix B CYNB

2.1.9. ISO/IEC 27011:2008 - pykoBoacTBO no ynpasneHuto b onsa TeneKoMMyHMKaLMOHHbIX
KoMnaHui Ha ocHose ISO/IEC 27002

2.1.10. ISO/IEC 27013 - pyKkOBOACTBO MO MHTErPMPOBAHHOMY BHeapeHuto ctaHaapTos ISO/IEC 20000
n 27001

2.1.11. ISO/IEC 27014 - nHdpacTpykTypa pykosoacTtesa Nb

2.1.12. ISO/IEC 27015 - pykoBoacTBO no ynpasneHuto b ans ¢dprHaAHCOBbLIX CEPBMCOB

2.1.13. ISO/IEC 27031:2011 - pyKOBOACTBO MO FOTOBHOCTU MHAOPMALMOHHbBIX U
TEeNeKOMMYHMKaLMOHHbIX TEXHO0MMI A5 obecnedeHns HenpepbiBHOCTU 6u3Heca

2.1.14. ISO/IEC 27033 - ynpaBneHue 6e30nacHOCTbIO ceTen

2.1.15. ISO/IEC 27035:2011 - ynpaBneHune nHumaeHtamm b

2.1.16. ISO/IEC 27037 - pykOBOACTBO N0 uaeHTndmnkauumm, cbopy n/mnm nonyvyeHmio n obecnedyeHuto
COXPaHHOCTK CBMAETeNbCTB, NMPeACTaBNEHHbIX B 3/IEKTPOHHON dhopMe

2.2. CtaHgapTbl Ha oTAeNbHble npouecchl ynpasneHus Ub n oueHky 6esonacHoctn UT

2.2.1. ISO/IEC 13335 - meToabl 1 cpeacrtea obecneyeHns 6e3onacHoCcTn MHOOPMALMOHHbIX
TEeXHO0rmm

2.2.2. ISO/IEC 15408 n ISO/IEC 18045:2008 - obume KpUTepmMn N METOAONOINS OLEHKMN
6e30nacHOCTM MH(POPMALMOHHbBIX TEXHOJ1I0MMUMN

2.2.3.1S0O 19011:2011 n FOCT P UCO 19011-2003 - pekoMeHZauUnn Mo ayanTy CUCTEM MeHea)KMeHTa
2.2.4. BS 25999 n OCT P 53647 - ynpaBneHune HernpepbIBHOCTbIO 6u3Heca 73

2.3. OTpacneBble cTaHaapTbl B obnactu ynpaeneHus b — ctaHaapTbl 6aHKOBCKOM CUCTEMBI
Poccuitckonn ®epepaumnm

2.3.1. CTO BP NBBC-1.0 - obwme nonoxeHuns B obnactn obecnevenms U6 opraHmsaumin 6aHKOBCKOM
cuctembl Poccuiickon Gegepaunm

2.3.2. CTO BP UBBC-1.1 - ayauTt Ub 78

2.3.3. CTO BP NBBC-1.2 - meToaMKa oueHkn cooTBeTcTBMS MB opraHmnsaunii 6aHKOBCKON CUCTEMbI
Poccuiickon depepaumm tpebosaHuam CTO BP MBBC-1.0

BbiBOAbI



BOI'IpOCbI Ana CaMOKOHTpOSiA

3. Nonutnka nHdopMaunoHHon 6e3onacHOCTH

3.1. NoHaTna nonutnkn obecnevenunsa Ub n nonutnkn Ub opranmsaumm
3.2. MpuunHbl BoipaboTkn nonutnkmn Ub

3.3. OcHOBHble TpeboBaHMA N MPUHLMNBI, YYUTbiBaeMble Npu paspaboTke 1 BHeapeHUn nonutukmn Ub
3.4. CogepxaHune nonutmnkmn Nb

3.4.1. Copep>xxaHune KoprnopaTuBHOM nonutukn b

3.4.2. CogepxxaHue 4acTHbIX nonutuk NbB

3.5. XXu3HeHHbI unkn nonutukn Ub

3.5.1. PaspaboTtka nonutukm Ub

3.5.2. BHegpeHne nonutmnkn NB

3.5.3. NpnmMeHeHne nonutmnkmn NbB

3.5.4. AHHynunpoBaHne nonutmnkmn NB

3.6. OTBETCTBEHHOCTb 3a UCNoSIHEHWEe NonuTukn NB

BbiBOAbI

Bonpocbl Ang caMOKOHTPONA

4. YnpaBneHue n cuctemMa ynpasseHus nHbopMaLMoHHOM 6e30nacHOCTbIO
4.1. HeobxoanmocTtb ynpasneHust obecneyeHnem Nb opraHusaumm
4.2. lestenbHocTb No obecneyeHuto b opraHmsaummn Kak npouecc
4.3. Onpepenenune ynpasneHus Nb opraHmnsauum

4.4, YnpasneHve b nHhOpMaUNOHHO-TETEKOMMYHMKALMOHHbIX TEXHONOMMIA OpraHnsaumm
4.5. Cucrtema ynpasnenus b opraHusaymm

4.5.1. O6nactb aencreua CYUb

4.5.2. lokyMeHTanbHoe obecneyeHne CYNB

4.5.3. Monutuka CYUB 156

4.5.4. Mopaepxka CYUB co CTOpPOHbI pyKOBOACTBA OpraHmM3aumm
4.6. NMpoueccHbIn Nnogxoa B pamkax ynpasneHus Vb

4.6.1. MNMnaHnposaHne CYNb

4.6.2. Peanunsauunsa CYNB

4.6.3. MNpoeepka CYNBb

4.6.4. CoseplieHcTBoBaHue CYNB

4.7. PaboTa c npoueccamn CYUB opraHusauum

4.7.1. 3apaHue npouecca CYNB

4.7.2. UaeHTudukaumsa npoueccos CYUB opraHusaumm

4.7.3. [lokyMeHTUpoBaHme n onucanme npouecca CYMb

4.7.4. MOHUTOPUHI U U3MepeHme napamMeTpos npouecca CYUb

4.8. Ctparternu nocrtpoeHusi u sHegpenusa CYUb

4.8.1. MocrpoeHune n BHeapeHne CYNB B uenom

4.8.2. MNMocTpoeHune n BHeagpeHme npoueccos CYUB no otaenbHOCTU
BbiBOAbI

Bonpocbl 419 cCaMOKOHTpoOns

3aknto4yeHmne

MpunoxeHus

MpuMepbl YaCTHbIX MOJUTUK MH(OPMALIMOHHOM 6e30MacHOCTH

M1. MonnuTrUKa NCNONb30BaHMSA KOMMNbIOTEPOB MHTPAHETA

M2. MNonutnka ncnosb3oBaHUs naposien

M3. MNonutnka Ncnosb3oBaHUS anropuTMOB LLINGPOBAHUS

M4. Nonutnka aHTUBMPYCHOM 3aLLUTbI

M5. Monutuka oueHkn puckos NbB

Meé. Monutuka ayauta b

M7. MonuTuka ang NorpaHnUYHbIX MapLIpyTM3aTOPOB MHTpaHeTa

MN8. MNonutuka yaaneHHoro A4ocTyna K MHTPaHEeTy

M9. MonuTrnka NOCTPOEHUS BMPTYasbHbIX YaCTHbIX CeTeln

M10. Monutnka Ans sKcTpaHeTa 216

M11. Nonutnka ang obopyaoBaHWs NOrpaHUYHON AEMUAUTAPU30BAHHON 30HbI
M12. Monutmnka NoAKAKYEHUA NogpasfeneHNn K MHTpaHeTy

M13. Monutnka NoagKIYEHUS K UHTPaHETY C NPUMEHEHUEM MoJeMa



M14. Nonutuka paboTbl C KOHPUAEHLMAaNbHOM NHpOpMaLmen

M15. Nonutnka ans seb-cepsepa

M16. MonuTmnka oTNpaBKN 3NEKTPOHHOM MOYTHI 3@ NpeAenbl MHTPaHeTa
M17. NonutrMka XpaHeHns cOObLLEeHNI A SNEKTPOHHOW MOYThI

M18. Monutnka Ana MexXceTeBblX 3KPaHOB

M19. NMonuTrMkKa NOAKIOYEHNS HOBbIX YCTPOMUCTB K UHTPaHETY

MpUHSATbLIE COKpaLLEHUS!

Cnucok nuTepaTypsbl



